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. DIGITAL CERTIFICATE - ASSIGNMENT PROCESS TEST and
PRODUCTION

This document describes the process by which Trading Partners are to install and configure their
assigned Digital Certificate for data exchange with the Los Angeles County Department of Mental
Health. For assistance with backing up or transferring digital certificates to multiple systems please
see the Digital Certificate Management — Back up and Configuration Guide.

PLEASE NOTE:

The following instructions should be performed on the system that will be
connecting to DMH.

Currently, Internet Explorer versions 8 through 11 are the only supported
browsers for certificate installation. For IE versions 10 and 11, “Compatibility
View” must be enabled.

In order to successfully download/install the DMH Digital Certificate, your
computer must have Active-X enabled/installed. If the system does not meet
the above conditions, please contact your IT Support Group.
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A.1. Installing the Digital Certificate

Obtaining the Enrollment Code

In order to download the organizations certificate, an enrollment code is provided by DMH. This
enrollment code can be obtained from the TPA Request Application by clicking on the following link:
https://extra.dmh.lacounty.gov/TPARequest/Security/Signin.aspx

NOTE: If you do not have access to the TPA Request Application, please ask the user in your
organization that does to get the enrollment code for you.

Once logged into the TPA Application, Navigate to the Status page, and locate enrollment code. Please
note this code as it is used subsequently in your installation process.

NOTE: When a production certificate is issued, the enrollment code will be updated.

HOME | Admin Tools

TPA Request Status |3

RequestID TPA-859
Readiness Group 2

Heat Ticket
EnrollmentCod

TPA Status ==

Status Date Technician Assigned
Step 3 of 10 — Enroliment Code Added AM32014 719 PN CBolanos

Mote

Step 2 of 10 — Technician Assigned 1132014 718 PN CBolanos

MNote

Step 1 of 10 — Supervisor Approval 11312014 7:04 PM

Mote

TPA Saved (Draft Mode) 1132014 T:03 PM

MNote
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Downloading the Digital Certificate

The Symantec PKI System will send an e-mail notifying the digital certificate issued to the
organization is ready for installation. The notification will be sent to the e-mail provided in the
“TRADING PARTNER DIGITAL CERTIFICATE / TECHNICAL / EDI CONTACT INFORMATION” section.

- Open the link provided in the email sent from Enterprise PKI Support using Internet Explorer.

From: Enterprise PKI Support <support@pki.symantec, com> Sent: Thu12/4,/2014 3:05 PM
To: ® John Doe

&

Subjeck: Enrall for your certificate

Dear John Doe,

As the first step to securely communicate with Department of Mental Health (DMH) for various transactions, you
need to enroll for the test and production certificates.

Follow the steps to enroll your certificate:
1. Get your certificate enrollment code from the TPA Request Application in the “Status” section.

2. Access the following link from the device that will be used to generate and test transactions for DMH:
https://pki.symauth.com/certificate-service Px=YHzMRyCTfLek1D34

If you need help with certificate enrollment, please contact DMH Certificate Administrator by email at
tpa@dmbh.lacounty.gov or call DMH Help Desk at 213-351-1335.

Thank you,
DMH Certificate Administrator

- Symantec’s digital certificate Enroll page will be displayed.
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To confirm your identity — enter the organizations DUNS number in DUNS field. The DUNS number can
be obtained from the TPA Request Application.

Note: If you do not have access to the TPA Request Application, please ask the user in your organization
that does to get you the DUNS number.

- Click Continue.

" @Symantec.
PKI CERTIFICATE SERVICE

Enroll: Confirm your identity Enrollment information

Confirm your identity

Enter your information to begin the enroliment process.

DUNS

012345678

Symantec Corporation. All rights reserved.
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Enter the Enroliment Code. The Enrollment Code can be obtained from the TPA Request Application

Status page.

- Click Continue.

g (Qfeumantec
 MENTAL HEALT 2

stall certificate

Enter your enrollment code

Enter the enrollment code provided by your administrator. You do not need to remember the code after you
enter it.

Enroliment code:

1123456789

If you have not received your enrollment code, contact DMH Certificate Administrator

tpa@dmh.lacounty.gov
213-351-1335

‘ Continue

Legal Notices | Privacy JNOﬂ.Ol‘I &
Copyright® 2013 Symantec Corporation. All rights reserved. % S_ECU_RED,

pravered by VioriSign
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Once identity is confirmed, please review and validate the information displayed.
- If information provided is correct, click Continue.

For changes, please contact LA County’s DMH Certificate Administrator at TPA@dmh.lacounty.gov.

Legal Entities Example

L= UHT\I

@ Symantec.

PKI CERTIFICATE SERVICE

Enroll: Confirm your identity Enroliment information Inst:

Identity confirmed.

Verify your information
Verify that the information associated with your certificate is correct, and complete any required fields
DUNS 012345678
Owner Name  Jon Doe
Entity Name  Entity Name
Environment Test
Entity Num 00001
City Los Angeles
State  California
Country US

Email address JDoe@gmail.com
If your information is incorrect, contact DMH Certificate Administrator

tpa@dmh.lacounty.gov
213-351-1335
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FFS Network Providers Example

TY
LTH @ Symantec.
PKI CERTIFICATE SERVICE

Enroliment information

Identity confirmed.

Verify your information
Venfy that the information associated with your certificate is comect, and complete any required fields

DUNS 123456789
Owner Name  Jane Doe
Entity Name  Jane Doe
Environment  TEST
Entity Num 9999
City Los Angeles
State  California
Country US

Email address ITContact@gmail.com

If your information is incorrect, contact DMH Cetificate Administrator

tpa@dmh.lacounty.gov

213-351-1335
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Click Install certificate.

Install your certificate

When you begin certificate installation, you will see popups that warn you about potential security issues.
These warnings are normal, and are part of the certificate installation process.

Review the sequence of these popups, and then click Install certificate to begin the process. You must have
ActiveX enabled before proceeding with this installation

Click Yes.
‘Web Access Confirmation
Yes No
" Click Yes.
Web Access Confirmation
Yes No

| Install certificate
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You will be prompted with a security warning asking whether you would like to allow the Symantec site
to continue, to confirm, click Yes.

Note: The message below will appear twice. When prompted again, click Yes to proceed.

Web Access Confirmation

. This Web site is attempting to perform a digital certificate operation on
. l your behalf:

https://pki.symauth.com/ certificate-service/didc-enter- user-info.xhtml
You should enly allow known Web sites to perform digital certificate

operations on your behalf,
Do you want to allow this operation?

=
.

Upon successful installation, the following message will appear.

@Symantec. PKI CERTIFICATE SERVICE

Renew: C ame Hext steps

Your certificate was successfully installed.

Certificate installed successfully

Your certificate was installed successfully, but you may need to configure your applications if you will use your
certificate for more than authentication or with other browsers.

Contact DMH Certificate Administrator if you need assistance setting up your certificate and accessing online
semnvices.

tpa@dmh.lacounty.gov
213-351-1335

Legal Notices Privacy j Norton
Copyright® 2014 Symantec Corporation. All rights reserved. i
Varisign
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A.2. Configuring Los Angeles County Department of Mental Health
Certificate Authority

After initial installation the Los Angeles County Department of Mental Health CA is not recognized as a
public trusted certification authority.

The following steps will configure the Los Angeles County Department of Mental Health CA as a Trusted
Root Certification Authority.

Open the Certificates Manager Console
For Windows XP or higher click the Start 2Run and type certmgr.msc and press Enter.

= =1

Programs 1)

E certrngr

- See mare results

certrmgr.msd| X | Logoff | b |
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The certificate manager console will appear.

B certmgr - [Certificates - Cun

File Action

& B o= Bm

View Help

|E§| Certificates - Current User |

5]
[
B

v v T W

v v T W

[ Personal
] Trusted Root Certification Authorities
[ Enterprise Trust

» [ Intermediate Certification Authorities

[ ] Active Directory User Object
] Trusted Publishers
[ Untrusted Certificates

» [ Third-Party Root Certification Authorities

[] Trusted People

» [ Certificate Enrollment Requests

] Smart Card Trusted Roots

= spPC
[ Trusted Devices

Logical Store Mame

|| Personal

[ I Trusted Root Certification Authorities

| Enterprise Trust

[ Intermediate Certification Authorities

|| Active Directory User Object

[ Trusted Publishers

[l Untrusted Certificates

| Third-Party Root Certification Authorities

L
i+ [ Other People J Trusted People
» [] Remote Desktop || Other People

|| Remote Desktop

[ Certificate Enrollment Requests
|| Smart Card Trusted Roots
[spC

|| Trusted Devices
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Expand the Personal store.

Click on Certificates in the left pane.

The certificates contained should appear on the right pane.

Open the certificate by double clicking the certificate issued.

The certificate is named after the Entity Name (for Legal Entities) and Trading Partner name (for
FFS Network Providers).

ik wn e

In the examples below the certificate has been issued to LAC DMH TEST for LE and John Doe Test for
FFS Network Provider.

Legal Entity Example

e e e Y

File Action View Help

as | 2Hol-= | HE
I5H Certificates - Current User Issued To = Issued By Expiration Date
4 || Personal
| Certificates {QJ LAC DMH TEST I Los Angeles County Department ... 12/7/2014
| Trusted Root Certification Authorities
[ || Enterprise Trust

| Intermediate Certification Authorities
_| Active Directory User Object
~| Trusted Publishers
1+ | Untrusted Certificates
_| Third-Party Reot Certification Authorities
_| Trusted People
_| Other People
|| Certificate Enrollment Requests
| Smart Card Trusted Roots

FFS Network Provider Example

'@ certmar - [Certificates - Cumrent User\PerionaNCertificates] = (ot
File  Action  View Help

¢ 2@ 0D|s =B

¢ ! Lo e Issued To | [ssued By Expuration Date

‘el John Doe TEST Los Angeles County Department ... 6/11/2015 i

» e ication Au
» () Enterprise Trust

5 ] Intermediate Ceatification Au)
» ] Bxtrve Directory User Object
» =] Teusted Publishers

v ) Untrusted Certficates

5 ] Thasd-Party Reet Certification
» 2] Teusted Peaple

» ) Smant Card Trusted Roots
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The certificate properties window will appear.

Certificate = |

'G'eneré-l“[[)etais | certification Path |

a Certificate Information

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer

Issued to: LAC DMH TEST

Issued by: Los Angeles County Department of Mental Health
CA-G2

valid from 11/ 17/ 2015 to 11/ 17/ 2017
¥ You have a private key that corresponds to this certificate.

Learn more about certificates
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1. Click the Certification Path tab.
2. Click the entry Los Angeles County Department of Mental Health CA.

3. Click View Certificate.

Certificate ._ P _I

| General | Details | Certification Path I

Certification path
a,l Los Angeles County Department of Mental Health CA I
-] LAC DMH TEST

View Certificate

Certificate status:
is CA Root certificate is not trusted because itis not in the Trusted Root
Certification Authorities store,

Learn more about certification paths

This will open the certificate for the Los Angeles County Department of Mental Health CA

Note: The LACDMH CA Root certificate is not trusted.

Page 16 of 23



Los Angeles County Department of Mental Health
Integrated Behavioral Health Information System (IBHIS) Project
Digital Certificate Management — Initial Installation Guide

4. Click Install Certificate.

i

Certificate

General |De13|‘|s I Certification Path

@a Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Los Angeles County Department of Mental Health
CA

Issued by: Los Angeles County Department of Mental Health
CA

Valid from 4/ 29/ 2013 to 4/ 29/ 20138

Learn more about certificates
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Importing the Certification Authority

1. Click Next.
 Certiicate Import Wizard _ [=X=]
Waelcome to the Certificate Impert
Wizard
.f'. = This wirard helps you copy certificates, cerbfizate bust
Al Este, and certificate revacation ksts frem your disk to 8
= cefbficate chare,

A certificate; which is issued by a cerbfication authonty, s
a cenfirma‘tion of your identity and contains information
used to protect data or to establsh seoure nebwerk
conrections, A certifizate slove i the systam sren wlwre
cerbificates are kept,

To conbrie, dick Next.
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2. Select Place all certificates in the following store option.

3.

Click Browse.

.-:E.ﬂ

Cerlificule Stone
Certificate stores ase system areas where certificates are kept.

‘Windows can sutomaticaly select & certificate store, o you can spedfy a locabion for

the certificats.

7 Automabeally ealert the certificats stere hased on thae typa of cerbficate

| o place all certificates in the falowing store |
Certificate store:

[oense... )

Learn mare about gartficate stares

[ <Bsck || Bext> || cConesd |

4. Select Trusted Root Certification Authorities folder.

5. Click OK.

[ C:rhﬁme ﬁﬂ_p-nﬂ Wizard

|t Select Certficate Stere

Salect the gertificate store yeu want bo uce,

[ or vou can spedfy & lecation for

] Personal

3

] Enterprise Trust

|- Intermadate Certification Autharibes
—i| Actve Dwectory User Chisct

‘E. it Tngmini@%

4

o e the type of cerbficate

[Flshow physical =
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6. Click Next.

-

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

) Automatically select the certificate store based on the type of certificate

@ Place all certificates in the following store |

Certificate store:

Trusfed R-oc;i:- .Cert'ﬁ.mﬁ:on Aﬁmoﬁﬁ:es

Learn more about certificate stores

ll | <Back | Mext> ]I[ cancel |

7. Click Finish.

Cartificote Import Wizard |

Completing the Certificate Import
Wizard

The cerbficate will be imported after you chdk Fintsh.

Yo hawe spedhied the folowing settings:

T e T IIET] Trusked Rogt Certifc

Coatent Cerlificats
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The following warning should be displayed confirming that you are about to install the Los Angeles
County Department of Mental Health CA.

- Click Yes to proceed.

Security Warning

You are about to install a certificate from a certification authority (CA)
!. % claiming to represent:

Los Angeles County Department of Mental Health CA

Windows cannot validate that the certificate is actually from "Los
Angeles County Department of Mental Health CA", You should cenfirm
its origin by centacting "Los Angeles County Department of Mental
Health CA". The following number will assist you in this process:

Thumbprint (shal): [

‘Warning:

I you install this roet certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

The following message should display confirming “The import was successful”.

- Click OK.

F S
Certificate Import Wizard I@

-',GI The import was successful,
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Verifying the installation

Return to the Certificates Manager Console and open the certificate by double clicking the name under
Issued To.

F© 1 I

Certificate | EX

General | Details | Certification Path |

7
: a Certificate Information

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer

.

Issued to: LAC DMH TEST

Issued by: Los Angeles County Department of Mental Health
CA

valid from 12/ 4/ 2014 to 12/ 7/ 2014

'? You have a private key that corresponds to this certificate.

et | PR
Issuer siatement

Learn more about certificates

This icon A should display next to the Certificate Information section. The system should now trust
the Los Angeles County Department of Mental Health CA and any certificates issued by it.
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Next Step: Test Connectivity with DMH.
Additional Guides for reference are:

e For documentation on exporting and or backing up certificates, refer to “Digital Certificate
Management — Back up and Configuration Guide”.
e For documentation on connectivity testing, refer to “IBHIS Secure File Exchange Instructions”.

Contract Providers: http://lacdmh.lacounty.gov/hipaa/IBHIS EDI Guides.htm
Network Providers: http://lacdmh.lacounty.gov/hipaa/ffs IBHIS EDI Guides.htm

NOTE:

ONCE CERTIFICATE HAS BEEN INSTALLED, PLEASE ALLOW UP TO
48 HOURS PRIOR TO TESTING CONNECTIVITY WITH DMH

Certificates are valid for 2 years. The LA County DMH Certificate Administrator
will send reminders to the IT Contact email registered in the Trading Partner
Agreement Application starting 90 days from expiration date.

Page 23 of 23




